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1. PRIVACY POLICY

The Institute of Biostatistics and Analyses Ltd. company, with headquarters in PoStovska 68/3, 602 00, Brno,
ID: 02784114, (hereinafter referred to as ‘IBA’) perceives the issue of protection of rights and freedoms of
natural persons as greatly fundamental and as an essential part of everyday life today, both in professional
and private life.

The scope of business of the IBA company entails:

1) Operation of medical registers.

2) Complete management and conduct of NIS, including technical structure, data management, and
data analysis within the framework of projects in the Czech Republic and abroad.

3) Provision of online services in the form of data storage on IBA servers and its further statistical
processing according to the customer’s requirements.

In the framework of the provision of the above-mentioned services, processing of PD of employees, physicians
(investigators), clients may occur, as well as the processing of personal data and the special category of data
(hereinafter referred to as ‘sensitive’) of the patients.

Pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), the management of the
company undertakes to handle the personal data of its employees, business partners, and patients consistently
in accordance with this Regulation in such a way that no damage is caused to the data subjects (or at least to
limit the risk of its occurrence to the maximum extent possible) in terms of abuse, damage, theft of PD, or any
other unauthorised treatment, caused by activities related to the performance of work activities in the
company, and to take steps to ensure that the protection of personal data at this level is consistently observed
throughout the company.

The company undertakes to comply with the basic GDPR principles in relation to manipulation with personal
data, which are, among others:

Confidentiality
Availability
Integrity

Resilience

In order to ensure confidentiality, availability, integrity, and resilience of the processed personal data, the
company introduces and defines all processes, during which processing takes place, through internal
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directives. All employees, including external providers of services, involved in the processing of PD must be
demonstrably familiar with these (to them relevant) processes.

In addition to internal directives, the company also has the CLADE IS secure system for data collection, the
security of which is still being developed in accordance with the requirements of international standard
ISO/IEC 27 001 Information Security Management System.

The management of the company further undertakes to regularly control the compliance with the set-out
principles and processes by the employees. Regular violations and non-compliance with the principles and
rules set outin in the internal directives related to personal data protection, or gross breach or non-compliance
with these principles and rules, may be evaluated as a gross breach of the obligation resulting from
employment-specific legislation or as a serious violation, which may lead to the termination of the
employment relationship of the employee concerned. Employees are aware that the company places great
emphasis on confidentiality, availability, integrity, and the protection of personal data, and they are advised
on the consequences of non-compliance with the principles and rules set out for the sustenance of a high level
of personal data protection.

The management of the company further undertakes to only engage certified processors into the process of
PD processing who demonstrate compliance with the GDPR requirements, and at the same time, to regularly
check these processors on the compliance with the requirements and conditions defined by Article 28 of GDPR.
In the event of non-compliance with the conditions negotiated in the framework of the agreement on the
processing of PD, or the requirements defined by relevant legal regulations, the cooperation with such
processors will be immediately terminated.

The management of the company undertakes to ensure, and each employee is obligated to respect upon the
conduct of work or in relation to it, that the following conditions are respected during the processing of PD by
the company:

Processing will be done in a correct, transparent, and lawful manner.
Processing will be done only for specific, explicit, and legitimate purposes.
e Processing of PD will be reasonable, relevant, and limited to the extent necessary in relation to the
purpose of the processing.
e Processing of PD will take place only for the time necessary, after which the PD will be disposed of.
e Suchtechnical and organisational measures will be taken in order to avoid abuse, theft, or damage
of PD.

The management of the company takes on its responsibility for the processing of personal data. Similarly,
every employee of the company is responsible for the security of the PD processed (being processed) by
him/her.

In order to ensure maximum security of the processed information, it is necessary to identify all categories
and fields of the processed PD, and at the same time, of all the resources involved in the processing. This
information is the subject of the document on Records of PD Processing Activities.
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In order to ensure maximum security of PD, it is further necessary to identify and evaluate the risks of personal
data security breaches. Risk Analysis is used to evaluate the risks. Based on the results of the risk analysis,
appropriate organisational and technical measures are adopted to minimise the potential risk to a minimum.
The risk management process is described in the internal Risk Management directive.

The following is especially important in terms of ensuring security:

e Effective prevention,
e Early detection,
® Fastresponse.

Prevention is ensured through the setting of a system and processes during which the processing of PD takes
place and through the training of all engaged employees/processors on these procedures. Preventive
measures are mainly based on the results of the risk analysis.

Detection — every employee involved in the processing of PD is familiar with the internal directive on Incident
Management. Once an employee has a suspicion of a security event/incident, he/she is required under this
directive to immediately report the matter to the person responsible.

Reaction — any security event/incident must be investigated immediately upon detection and the cause of the
incident must be removed so that no further damage can occur. All relevant information regarding a security
event/incident must be duly documented.

Depending on the level of the risk involved regarding the protection of rights and freedoms of the data subject
and upon compliance with the conditions set out by the relevant legal regulations (GDPR in particular), the
Office for Personal Data Protection, or the data subject, must be notified about the incident.

The basic rules on the handling of personal data, including its processing, are set out in the Directive on
Personal Data Processing document. The internal directive contains information on basic processing at the
company, but also the rights of the data subjects and their application.

Basic rules for ensuring a secure environment, both physical and cybernetic, are described in the Rules of
Operation document. All employees of the company are obligated to follow these rules, since human errors
are the most common source of security incidents.

Access to PD stored on corporate ICT devices is managed in such a way that each employee can only log into
the network under his/her account. Access to the PD is only available to employees to the extent they need to
fulfil their work responsibilities.

Changes concerning process or technical elements influencing the processing of PD must always be duly
considered and evaluated before the change is made. It is necessary to consider the profit, and at the same
time, to evaluate the possible risks, including the impact of the risk on the data subject. The final decision on
the change is issued by the management of the company. The whole process, including the carried-out risk
analysis along with an assessment of the potential impact of the risk on the rights and freedoms of the data
subject, must be duly documented.
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This internal directive is binding for the individual employees of the company from the time of their
familiarisation and upon the confirmation of their familiarisation with their signature.

1.1. Processing of Employees’ PD

The personal data of employees is processed in accordance with the internal directive, and all employees
are properly informed of the extent of the processing of their PD.

1.2. Processing of Patients’ PD

In the framework of operating medical registers and studies at IBA, the processing of personal and sensitive
data may occur. Pursuant to Article 9 of GDPR, it is possible to process such data only under limited
conditions.

PD about the health condition may be processed on the basis of:

e The fulfilment of legal obligations of the processor arising, in particular, from Act No. 372/2011 Coll.,
Act on Health Services, Provisions of Section 2647 et seq. Act No. 89/2012 Coll., the Civil Code, etc.;

e The provision of work and preventive medicine;

e Explicit informed consent.

For the purposes of scientific and statistical evaluation in the framework of studies/registers, the only
legitimate possibility of processing personal and sensitive data is on the basis of an Explicit Informed
Consent of the Evaluation Subject. Therefore, no patient may be involved in the register, who did not
expressly consent to this.

The IBA company operates 3 types of registers

1) Registers containing purely anonymous data - personal and sensitive data are in the register in
a fully anonymised form under a unique numeric code (ID), wherein it is not possible to identify the
patient in the register.

2) Registers containing pseudonymous data - again, patients are keptin the register under a unique
numeric code, and it is not possible to unambiguously identify the patients in the register without
sufficient information. Additional information is required for identification. Pseudonymous data is
considered as personal data in terms of GDPR.

3) Registers containing personal data - the extent of processed personal data allows for
unambiguous patient identification.

There are two basic roles in the processing of PD:

4) PD Administrator - determines the purpose and means of processing
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5) PD Processor - processes PD on the basis of the administrator’s instructions

In the framework of operating registers, the sponsor of the study, i.e. the pharmacological company,
professional company, or IBA according to the preferences of the sponsor, is primarily the administrator of
the patient PD.

In the framework of the register, investigators/providers of medical services are the processors of PD,
carrying out their activity on the basis of instructions given out by the administrator.

1.3. Processing of Investigators’ PD

In the framework of operating medical registers, the processing of PD of investigators, i.e. cooperating
physicians entering data into registers, takes place. The investigators’ PD is processed in the extent
necessary for the purposes of concluding an agreement, meeting the terms and conditions of an agreement,
and establishing and maintaining access to the electronic data system.

All cooperating physicians must be properly informed on the processing of their PD by IBA.

1.4. Data Protection Officer

The IBA company introduces the role of the Data Protection Officer. The authority and responsibilities are
as follows:

e Providing information and counselling in the field of personal data protection to employees
who are involved in the processing of PD;

¢ Monitoring of the compliance with this regulation and other regulations of the Union or Member
State in the field of data protection;

e Increasing awareness and professional training of workers involved in processing operations;

e Providing counselling upon request;

e Cooperation and communication with the OPDP supervisory authority;

e Communication and provision of information in the field of personal data protection to
cooperating subjects (users of the register, clients, external PD processors) at the

e-mail address;
e Preparation and updates of relevant documentation, keeping of records;
e Participation in solving security incidents and their reporting to the DS and OPDP concerned.
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1. PRIVACY POLICY

Spoleénost Institut biostatistiky a analyz, s.r.o., se sidlem Postovska 68/3, 602 00, Brno, ICO: 02784114, (dale
jen “IBA”) vnima problematiku ochrany prav a svobod fyzickych osob jako velmi zasadni a v dnesni dobé
nezbytnou soucast kazdodenniho Zivota jak v profesnim, tak v soukromém Zivoté.

Predmétem podnikani spole¢nosti IBA je:

1) Provozovani zdravotnickych registra.

2) Kompletni fizeni a vedeni NIS, véetné technického zazemi, data managementu a analyzy dat v ramci
projektt v Ceské Republice i v zahraniéi.

3) Poskytovani online sluZzeb v podobé uloZeni dat na serverech IBA a jejich dalSiho statistického
zpracovani dle pozadavk( zédkaznika.

V rdmci poskytovéni vy$e zminénych slufeb mdZe dochédzet ke zpracovani OU zaméstnancd, lékafi
(investigator), klient(, ale i ke zpracovani osobnich a zvlastni kategorie (ddle jen ,citlivych”) udajl pacienta.

Na zakladé natizeni Evropského parlamentu a Rady (EU) 2016/679 ze dne 27.dubna 2016 o ochrané fyzickych
0sob v souvislosti se zpracovanim osobnich Udajl a o volném pohybu téchto Udaji a o zruSeni smérnice
95/46/ES (General Data Protection Regulation = Obecné natizeni o ochrané osobnich Udajd) se vedeni
spolecnosti, zavazuje naklddat s osobnimi Udaji svych zaméstnancl, obchodnich partnerd i pacientd
v dlsledném souladu s timto nafizenim tak, aby nemohla byt zplsobena subjektliim Udaji zadna djma (nebo
alespofi v maximalni mozné mite bylo omezeno riziko jejiho vzniku) z hlediska zneuziti, poskozeni, kradeze OU
nebo jiného neopravnéného nakladani s nimi, zplsobend pfri aktivitach souvisejicich s vykonem pracovnich
¢innosti ve spolecnosti, a ucinit takové, kroky, aby ochrana osobnich Gdaji na této Urovni byla dasledné
dodrZovana v celé spolecnosti.

Spolecnost se zavazuje dodrzovat zakladni principy GDPR ve vztahu k nakladani s osobnimi udaji, kterymi jsou
mj.:

Dlvérnost
Dostupnost
Integrita
Odolnost

Aby bylo moziné zajistit dlvérnost, dostupnost, integritu a odolnost zpracovavanych osobnich udaja,
spolecnost zavadi a definuje veskeré procesy, pfi kterych ke zpracovani dochazi, formou internich smérnic.
V&ichni zaméstnanci, véetné externich dodavatell sluzeb, podilejicich se na zpracovani OU musi byt s témito
(pro né relevantnimi) procesy prokazatelné sezndmeni.
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Kromé internich smérnic spole¢nost disponuje také bezpecnym systémem pro sbér dat CLADE IS, jehoz
zabezpeceni se stdle rozviji vsouladu s poZzadavky mezindrodni normy ISO/IEC 27 001 Systém Fizeni
bezpecnosti informaci.

Vedeni spolecnosti se dale zavazuje pravidelné kontrolovat dodrZovani stanovenych zasad a procesu
zaméstnanci. Pravidelné porusovani a nedodrzovani zdsad a pravidel stanovenych v internich smérnicich
tykajicich se ochrany osobnich Udajli, nebo hrubé poruseni ¢i nedodrzeni téchto zdsad a pravidel, mdze byt
vyhodnoceno jako poruseni povinnosti vyplyvajici z pravnich predpist vztahujicich se k zaméstnancem
vykondvané praci zvlast hrubym zplsobem nebo jako zdvainé poruseni, jez muze vést k ukonceni
pracovnéprdavniho vztahu pfislusného zaméstnance. Zaméstnanci jsou sezndmeni s tim, Ze spolecnost klade na
davérnost, dostupnost, integritu a ochranu osobnich Udajd velky ddraz a jsou pouceni o nasledcich
nedodrZovani zasad a pravidel stanovenych pro udrZovani vysoké Urovné ochrany osobnich udaja.

Vedeni spole¢nosti se dale zavazuje do procesu zpracovani OU zapojit pouze ovérené zpracovatele prokazujici
soulad s poZzadavky GDPR a soucasné tyto zpracovatele pravidelné kontrolovat, Ze jsou tyto poZadavky a
podminky definované c¢lankem 28 GDPR na zpracovatele dodrZovany. V pripadé nedodrZovani podminek
sjednanych v ramci smlouvy o zpracovani OU, ¢&i pozadavkil definovanych relevantnimi pravnimi predpisy,
bude spoluprace s takovymi zpracovateli bezprostfedné ukoncena.

Vedeni spole€nosti se zavazuje zajistovat, a kazdy jeji zaméstnanec je povinen pfi vykonu prace nebo
v souvislosti s ni respektovat, ze pfi zpracovavani OU spoleénosti budou dodriovany zejména nasledujici
podminky:

Zpracovani bude probihat korektnim, transparentnim a zakonnym zptsobem.
Zpracovani bude provadéno pouze pro urcité, vyslovné vyjadiené a legitimni ucely.

e Zpracovani OU bude pfiméfené, relevantni a omezené na nezbytny rozsah ve vztahu k Géelu
zpracovani.

e Zpracovani OU bude probihat jenom po dobu nezbytné nutnou, po uplynuti této doby budou OU
zlikvidovany.

e Budou prijata takova technickd a organizacni opatreni, aby nemohlo dojit ke zneuZiti, odcizeni i
poskozeni OU.

Vedeni spolec¢nosti pfijimd svou odpovédnost za zpracovani osobnich Gdajd. Stejné tak kazdy zaméstnanec
spolecnosti je odpovédny za bezpeénost jim zpracovanych (zpracovavanych) OU.

Pro zajisténi maximalni bezpecnosti zpracovdvanych informaci je nutné identifikovat vsechny kategorie a
oblasti zpracovavanych OU a soucasné veskerych prostiedkd, které se na zpracovéni podili. Tyto informace
jsou predmétem dokumentu Zaznamy o &innostech zpracovani OU.

Pro zaji$téni maximalni bezpecnosti OU je déle nezbytné identifikovat a ohodnotit rizika naru$eni bezpeénosti
osobnich udajl. K hodnoceni rizik slouzi Analyza rizik. Na zakladé vysledkd analyzy rizik jsou prijata vhodna
organizacni a technicka opatreni s cilem snizit potencialni riziko na minimum. Proces fizeni rizik je popsan
v interni smérnici Rizeni rizik.

Pro zajisténi bezpecnosti je dileZita predevsim:
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ucinna prevence,
vcasna detekce,
e rychld reakce.

Prevence je zaji$téna nastavenim systému a procestl pii nich? ke zpracovani OU dochézi a prokolenim viech
zainteresovanych zaméstnancid/zpracovateld na tyto postupy. Preventivni opatfeni vychazi predevsim
z vysledkd analyzy rizik.

Detekce — kazdy zaméstnanec podilejici se na zpracovani OU je sezndmen s interni smérnici Rizeni incidentd.
Jakmile ziskd zaméstnanec podezfeni na bezpec¢nostni udalost/incident je dle této smérnice povinen tuto
okolnost bezprostredné nahlasit odpovédné osobé.

Reakce — jakakoliv bezpecnostni udalost/incident musi byt bezprostfedné po zjisténi prosetfena a pficina
incidentu musi byt odstranéna tak, aby nemohlo dojit k dalSim Skodam. Veskeré relevantni informace tykajici
se bezpecnostni udalosti/incidentu musi byt nalezité zdokumentovény.

Podle vyse uplatnéného rizika na ochranu prav a svobod subjektu Gdajli a pfi dodrZeni podminek stanovenych
relevantnimi pravnimi predpisy (zejména GDPR) musi byt o incidentu notifikovan Ufad pro ochranu osobnich
Gdaju, popf. subjekt Gdajd.

Zakladni pravidla pro naklddani s osobnimi udaji véetné jejich procesovani jsou uvedena v dokumentu

Smérnice o zpracovani osobnich udaji. Interni smérnice obsahuje informace o zékladnich zpracovénich u
spolec¢nosti, ale také prava subjektu Gdajd a jejich uplatnéni.

Zakladni pravidla pro zajisténi bezpecného prostiedi jak fyzického, tak i kybernetického jsou popsdna
v dokumentu Provozni Fad. VSichni zaméstnanci spole¢nosti jsou povinni se témito pravidly Fidit, nebot pravé
lidské chyby jsou nejcastéjsim zdrojem bezpecnostnich incidentd.

Pfistup k OU ulozenych na firemnich ICT zafizenich je fizen takovym zplsobem, 7e kazdy zaméstnanec se mize
pFihlasit do sité pouze pod svym G&tem. P¥istup k OU je umoznén zaméstnanclim pouze v takové mite, kterou
pottebuji k pInéni svych pracovnich povinnosti.

Zmény tykajici se procesnich nebo technickych prvké s vlivem na zpracovéni OU musi byt vidy fadné zvazeny
a vyhodnoceny pred tim, neZ je zména provedena. Je nezbytné zvazit profit a souasné vyhodnotit moznd
rizika, v€etné dopadu rizika na subjekt uUdaji. Konecné rozhodnuti o provedeni zmény vydava vedeni
spolecnosti. Cely proces véetné uskutecnéné analyzy rizik s vyhodnocenim potencionalniho dopadu rizika na
prava a svobody subjektu Gdajd musi byt radné zdokumentovan.

Tato interni smérnice je pro jednotlivé zaméstnance spolecnosti zavazna od okamZiku, kdy s ni byli sezndmeni
a své seznameni stvrdili podpisem.
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1.1. Zpracovani OU zaméstnanci

Osobni Udaje zaméstnancl jsou zpracovany v souladu s interni smérnici, pricemz vsichni zaméstnanci jsou
o rozsahu zpracovani svych OU fadné informovani.

1.2. Zpracovani OU pacient

V ramci provozovani zdravotnickych registrd a studii na IBA mdZe dochazet ke zpracovani osobnich a
citlivych Gdaju. Dle ¢lanku 9 GDPR je moZné tyto Udaje zpracovavat pouze za omezenych podminek.
0U o zdravotnim stavu mohou byt zpracovany na zékladé:

e plnéni pravnich povinnosti zpracovatele vyplyvajicich zejména ze zakona ¢.372/2011 Sb., zdkon
o zdravotnich sluzbach, ustanoveni § 2647 a nasl. zakona ¢. 89/2012 Sh., obcansky zakonik
atd....;

e poskytovani pracovniho a preventivniho |ékarstvi;

¢ vyslovného informovaného souhlasu.

Pro Ucely védeckého a statistického hodnoceni vramci studii/registri je jedinou zakonnou mozZnosti
zpracovani osobnich a citlivych Gdaji na zékladé Vyslovného informovaného souhlasu subjektu
hodnoceni. Do registru tak nem(iZe byt zapojen Zadny pacient, ktery k tomuto neudélil vyslovny souhlas.

Spolecnost IBA provozuje 3 typy registri

1) Registry obsahujici Cisté anonymni udaje - osobni a citlivé Udaje jsou v registru vplné
anonymizované podobé pod unikatnim ¢iselnym kédem (ID), kdy neni mozné pacienta v registru
identifikovat.

2) Registry s obsahem pseudonymnich tdajii - pacientijsou opétv registrech vedeni pod unikatnim
Ciselnym kdédem, a pacienty neni mozné v registru bez dodatenych informaci jednoznacné
identifikovat. K identifikaci je potfeba dodatec¢nych informaci. Na pseudonymni (idaje se z hlediska
GDPR pohlizi jako na Gdaje osobni.

3) Registry s obsahem osobnich udaji - Rozsah zpracovédvanych osobnich (dajd umoZiuje
jednoznacnou identifikaci pacienta.

Pfi zpracovani OU vznikaji dvé zakladni role:

1) Spravce OU - uréuje G¢el a prostfedky zpracovani
2) Zpracovatel OU - zpracovéava OU na zéklad& pokyn( spravce

Vramci provozovani registril je sprdvcem OU pacientd primarné zadavatel studie tedy farmakologicka
spole¢nost, odborna spole¢nost, popf. IBA dle preferenci zadavatele.
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Investigatofi/poskytovatelé zdravotnickych sluZeb jsou v rdmci registru zpracovatelé OU, vykonavajici svou
¢innost na zakladé pokyn( udélenych spravcem.

1.3. Zpracovani OU investigatord

V rdmci provozovani zdravotnickych registril dochazi ke zpracovéani OU investigator(, tedy spolupracuijicich
|ékaf(i, zadavajicich data do registrd. OU investigator(i jsou zpracovavany v rozsahu nezbytném pro UGcely
uzavieni smlouvy, naplnéni podminek smlouvy a zfizeni a vedeni pfistupt do elektronického systému dat.

V3ichni spolupracujici [ékafi musi byt o zpracovéani svych OU IBA f4dné informovani.

1.4. Povérenec pro ochranu osobnich udaju

Spolec¢nost IBA zavadi roli Povérence pro ochranu osobnich dajd. Pravomoci a odpovédnosti povérence
jsou nasledujici:

e poskytovani informaci a poradenstvi v oblasti ochrany osobnich Gdaji zaméstnanclim, ktefi se
na zpracovani OU podili;

e monitorovani souladu s timto nafizenim a dalSimi predpisy Unie nebo ¢lenskych statl v oblasti
ochrany Gdaja;

e zvySovani povédomi a odborné pripravy pracovniki zapojenych do operaci zpracovavani,

e poskytovani poradenstvi na pozadant;

e spoluprace a komunikace s dozorovym tfadem UOOU;

e komunikace a poskytovani informaci v oblasti ochrany osobnich Gdaji spolupracujicim
subjektim (uZivatelé registr(i, klienti, externi zpracovatelé OU) na mailové adrese

e priprava a aktualizace relevantni dokumentace, vedeni zaznam;

e participace na FeSeni bezpe¢nostnich incidentd a jejich hlaSeni dotéenym SU a UOOU.
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